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EXECUTIVE SUMMARY
	Overview:
	The purpose of this policy is to outline the procedures and arrangements relating to mobile phones, in addition to defining the responsibilities of managers and employees.

	
	

	Who is the policy intended for:
	All trust staff and non-executive directors. 

	
	

	Key Messages included within the policy:
	This policy will be made available to all new members of staff prior to their commencement of employment with the Trust and accepting his/her contract of employment. Existing staff will receive the policy via the approved policy distribution routes and the Trust Intranet Site. 

The Policy seeks to ensure that adequate procedures exist for:

· Management and use of mobile phone equipment

· Finance and procurement requirements

· Security of communication and equipment

· Ensuring that health and safety issues are addressed.



	PLEASE NOTE THIS IS ONLY A SUMMARY OF THE POLICY AND SHOULD BE READ IN CONJUNCTION WITH THE FULL POLICY DOCUMENT. 
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1.
INTRODUCTION AND SCOPE
Velindre NHS Trust is committed to ensuring that adequate communication facilities are available to staff to help them carry out their normal day-to-day tasks, which includes the use of mobile phones. 

The aims of the Trust Mobile Phone policy are to ensure clear arrangements for the management of mobile phones and to detail the responsibilities of managers and employees.  Policy covers both Trust mobile phones and use of personal mobile phones.
The Policy seeks to ensure that adequate procedures exist for:

· Management and use of mobile phone equipment

· Finance and procurement requirements

· Security of communication and equipment

· Ensuring that health and safety issues are addressed.

This policy does not cover the use of mobile phones by patients or visitors.

2.
CRITERIA FOR ISSUE OF TRUST MOBILE PHONES
Trust mobile phones will only be available to staff who have the approval of their manager, and authorisation of the nominated Divisional authoriser for mobile phones.

An employee will be eligible if they meet one or more of the following criteria:

· the employee’s duties require them to regularly spend time out of the office

· the employee is required to be contactable when off-site or outside normal working hours
· the employee is on call outside normal business hours

Mobile phones may be issued on an individual or shared basis (eg one on call phone may be available for a number of staff sharing an on call rota).  
3.
MANAGEMENT RESPONSIBILITIES
It is the responsibility of the Trust to review this policy on a periodic basis and ensure that all staff are aware of the policy.

A register of all trust mobile phones will be maintained within each Division, together with copies of all application forms.  This register will be subject to periodic audits.  The register will need to be periodically reviewed to ensure that all issued mobile phone are on the appropriate tariff.
Any investigations of alleged abuse of use as described in this policy should be properly conducted by line management in accordance with the disciplinary procedures of the Trust.
It is the responsibility of individual budget holders to:

· formally authorise trust mobile phone applications and process applications in accordance with the Policy
· identify funding from within their budget to finance the purchase of the mobile phone and subsequent calls
· authorise mobile phone invoices and pass to the Trust Finance department for payment in a timely manner 

· ensure that all personal calls are identified and that payment for these calls is forwarded to the Trust Finance department.

Mobile Phone usage will be monitored and individual bills may be queried if discrepancies are identified.

4.
STAFF RESPONSIBILITIES
Each member of staff issued with a trust mobile phone will need to sign an agreement on receipt of the mobile phone and to acknowledge that they have read, understood and will comply with the Trust mobile phone policy (Appendix 2).  Where an individual requests a mobile phone specification above the standard mobile phone specification the individual will be responsible for paying 100% of the excess cost.
Length of Calls and Texting
Calls to and from mobiles can be expensive, therefore mobile calls should be kept to a minimum and staff should use a Welsh Health Telephone Network (WHTN) landline whenever possible. WHTN network numbers are detailed on:
http://howis.wales.nhs.uk/whtn/print.html
Where a brief text can be used instead of a verbal message, it may be more cost effective to use text messaging. All chargeable services such as WAP, premium rate text services, directory enquiries etc., are not permitted on Trust owned mobiles (unless in emergency situations).

Personal Calls using Trust Mobile Phones
Staff are required to identify all personal calls from the itemised phone bill for their phone and pay the Trust for these calls using the relevant divisional procedure.  As VAT is not usually included in the itemised part of the bill, the appropriate level of VAT (shown on the summary section of the bill) will need to be added to the cost of personal calls
Safe Keeping

Staff are required to look after the mobile phone and take reasonable precautions to ensure that the phone is not damaged, lost or stolen. This includes not leaving the phone in view in unattended vehicles and storing it securely when not in use.  If the mobile phone is stolen, staff will be expected to report the theft to the Police and obtain an incident number and inform their manager and the Divisional lead as soon as possible.  The Divisional Lead / staff member should notify Procurement of the loss of the phone immediately and a bar on all ongoing calls may be actioned.
Information Governance and Confidentiality Issues
Patient telephone numbers should never be stored in the phone memory and confidential information should not be discussed in open areas or inappropriate locations.  Confidential patient information, whether in text, image, email or other format, should not be stored in the phone memory.
The following is an extract is from the Trust E-mail policy, which is applicable to mobile phone’s with email functionality:


If a member of staff leaves the Trust’s employment or moves division, then they must return their mobile phone to their line manager.
5. MOBILE PHONES AND MEDICAL EQUIPMENT
Staff should be aware that mobile phones (even when not in use) can disrupt the functioning of some medical and other electronic equipment if in close proximity to this equipment.  Staff should adhere to any specific rules affecting certain areas within their Division or other NHS premises.
Department of Health guidance on “Using mobile phones in NHS hospitals” can be found at http://www.dh.gov.uk/en/Publicationsandstatistics/Publications/PublicationsPolicyAndGuidance/DH_092811 

6. DAMAGED AND REPLACEMENT TRUST MOBILE PHONES
If a mobile phone is broken or faulty, it should be returned to the Divisional lead for mobile phones and the Procurement Department notified.
If the mobile phone is under 12 months old, it should be covered by a manufacturers warranty, and Procurement will be the link with the Supplier to obtain a replacement phone.

There is an option to take out additional monthly insurance cover when the phone is first purchased, which covers damage to, or loss of the phone. If the phone is covered by this insurance then the Divisional lead will contact Procurement, who will arrange the appropriate replacement

If no insurance is taken out, then the Divisional lead will have to order a new phone if required.

7. MOBILE PHONES AND DRIVING
From 1st December 2003, it is illegal to make and receive a call from a mobile phone whilst driving if the phone is held in the hand during any part of the operation. 

The Trust also recommends that it is best not to use a hands-free mobile phone while driving, as users can also be prosecuted for using hands-free mobile phones if they fail to have proper control over the vehicle. 
Therefore staff should avoid taking calls on the hands free device whilst driving. If absolutely necessary (and only using a hands-free device), staff should inform the caller that they are driving and end the conversation quickly. For your own safety and that of other road users, use voicemail or divert calls so that messages can be left for you while your phone is switched off.
8. MOBILE PHONES WITH INTERGRATED CAMERAS / VIDEOS

Personal and Trust mobile phones with integral cameras or video are subject to the Trust Procedure for Filming/Recording and Photography in the Trust

The following extract is from the above procedure:

Use of Mobile Phones & Personal Cameras for Medical Photography

If staff are regularly required to record images then a request for the purchase of a camera should be considered via the Divisional Director/Deputy Director.

The accepted policy for medical photography is that it is done by a designated photographer with the appropriate consent of the patient and their knowledge as to what the pictures will be used for. If staff have any concerns please contact your line manager in the first instance or the Divisional Director/Deputy Director 

9. ORDERING, PURCHASING AND RECEIPT OF MOBILE PHONES
Completed and authorised mobile phone application forms should be submitted, along with a completed requisition, to the Trust Procurement Department at Bocam Park. A copy of the application form is included as Appendix 1.

The Procurement department will place an order with the relevant network, depending on the location of the applicant.  A list of networks and locations is available on the Procurement intranet site and can be accessed from the following link: http://howis.wales.nhs.uk/sites3/page.cfm?orgId=34&pid=8299
The Department should state which tariff they require on the Application Form. 

The mobile phone will remain the property of the Trust at all times.

The Trust has a standard mobile phone for all users, depending on the network covering the area.  A list of all standard mobile phones for each network used by the Trust is also shown on the Procurement Intranet site. All applicants will be issued with a standard mobile phone, which will include standard functions eg texing, calling, calendar functions.
Where an individual requests a mobile phone specification above the standard mobile phone specification the individual will be responsible for paying 100% of the excess cost.

The applicant should receive their mobile phone within 7 working days of the Procurement Department receiving the application form.  The applicant will need to complete a “Mobile Phone User Agreement” (Appendix 2) before they are able to use their mobile phone.

10. USE OF PERSONAL MOBILE PHONES AT WORK
Appendix 3 gives guidance on the use of personal mobile telephones during work.  Line managers are responsible for ensuring staff are aware of this code of conduct.
Staff using personal mobile phones for Trust business can obtain reimbursement for the relevant calls by claiming on a travel claim form accompanied by a copy of the itemised phone bill, with the business calls highlighted.

Photographs or videos must not be taken with mobile phones or personal cameras under any circumstances. This is unacceptable and disciplinary action will be taken by the Trust if this is discovered





It is the responsibility of all members of staff to exercise their judgement about the appropriateness of using email when dealing with sensitive subjects and to take suitable precautions such as encryption through an agreed method if conveying this type of information by email.  The Trust expects this type of information to be communicated with care.
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