Risk Management Development Plan

Appendix A – ISO31000 Gap Analysis 

1. [bookmark: _Toc86053489]The International Standard for Risk Management

Risk is a necessary part of doing business, and in a world where enormous amounts of data are being processed at increasingly rapid rates, identifying and mitigating risks is a challenge for any company. It is no wonder then that many contracts and insurance agreements require solid evidence of good risk management practice.

ISO 31000 provides direction on how companies can integrate risk-based
decision making into an organization’s governance, planning, management, reporting, policies, values and culture. It is an open, principles-based system, meaning it enables organizations to
apply the principles in the standard to the organizational context.

(ISO 31000, International Organisation for Standardisation, 2018) 

It is important to note that the standard is a set of guidelines and not requirements. This means that it is intended to enable organisations to develop fit for purposes risk management systems, but it is not a standard that can be used for certification purposes. 

Review of the Risk Maturity Matrix

The Risk Maturity Matrix was established and approved by the Business Executive Team in 2018 as a tool for assessing the progress of the organisation towards compliance with the standards set out in ISO31000. The matrix is in two parts. One part is geared towards Directorates and the way in which they manage operational risks. The first part however is an overall assessment of the organisational Risk Management System against the standard, which sets out 28 requirements grouped under 7 broad areas: 
· Risk Architecture
· Risk Strategy
· Risk Protocols
· Planning and Design
· Implementing and Benchmarking
· Measuring and Monitoring
· Learning and Reporting

	
	Risk Architecture
	
	

	
	Requirement
	Current position
	Improvement work identified

	1
	Statement produced that sets out risk responsibilities and lists the risk-based matters reserved for the Board. 
	This is dealt with in the Organisational Standing Orders and the Scheme of Delegation
	None.

	2
	Risk management responsibilities allocated to an appropriate management committee.
	Whilst the Corporate risks are dealt with by the Executive Team, there are gaps in the allocation of organisation wide risks, such as Business Continuity and Programme and Project and the role of the Senior Leadership Team in Risk Management is unclear.
	Review the current model of organisation wide risk management.
Review the role of the Senior Leadership Team and make recommendations for improvement.

	3
	Arrangements are in place to ensure the availability of appropriate competent advice on risks and controls.
	Whilst expert advice is available centrally, there is a lack of expertise and knowledge across the wider organisation to support the system.
	Establish a network of Risk and Governance Champions.

	4
	Risk aware culture exists within the organisation and actions are in hand to enhance the level of risk maturity.
	There is a culture of risk awareness across the organisation and this plan is evidence of the appetite to enhance the level of maturity.
	None.

	5
	Sources of risk assurance for the Board have been identified and validated.
	Whilst much work has been done to identify the sources of assurance, limited work has been done to validate those sources.
	Develop a comprehensive library of assurances with clear ownership of each and a consistent method for establishing their effectiveness.





	
	Risk Strategy
	
	

	
	Requirement
	Current position
	Improvement work identified

	6
	Risk management policy produced that describes risk appetite, risk culture and philosophy 
	Policy in place but does not define the risk culture or philosophy of the organisation
	Review the Risk Management Policy

	7
	Key dependencies for success identified, together with the matters that should be avoided 
	No success indicators are in place for risk management
	??

	8
	Business objectives validated and the assumptions underpinning those objectives tested 
	
	??

	9
	Significant risks faced by the organisation identified, together with the critical controls required 
	Whilst much work has been done to identify controls, limited work has been done to validate them or to identify those that are critical.
	Develop a comprehensive library of controls with clear ownership of each, an understanding of their criticality and a consistent method for establishing their effectiveness.

	10
	Risk management action plan established that includes the use of key risk indicators, as appropriate 
	Key risk indicators are not always linked to the key risks and the risk action plans
	Review the use of key risk indicators across the organisation.



	
	Risk Protocols
	
	

	
	Requirement
	Current position
	Improvement work identified

	11
	Appropriate risk management framework identified and adopted, with modifications as appropriate
	The framework for risk management across the organisation is in place
	None

	12
	Suitable and sufficient risk assessments completed and the results recorded in an appropriate manner 
	Risk assessments are carried out across the organisation although the quality and completeness of the assessments is sometimes questionable
	This will be addressed in the review and redesign of the Datix risk module and in the training needs analysis.

	13
	Procedures to include risk as part of business decision-making established and implemented 
	It is widely agreed that risk is considered in decision making but no process exists to enable the organisation to demonstrate it
	Board development event. Training for the Board and Executive on risk appetite and risk decision making. Establish process and training for Directorate level.

	14
	Details of required risk responses recorded, together with arrangements to track risk improvement recommendations 
	Risk decisions are part of the standard risk reporting template in Datix and there is a requirement to have action plans in place for all risks other than those with a decision of tolerate.
	The use of Datix to be evaluated and consideration to be given to other options for platforms that might better support the system. Full QA review to be conducted on all risks.

	15
	Incident reporting procedures established to facilitate identification of risk trends, together with risk escalation procedures 
	Beth?
	

	16
	Business continuity plans and disaster recovery plans established and regularly tested 
	Business Continuity is not well understood or embedded across the organisation and at present plans are not effectively tested
	??

	17
	Arrangements in place to audit the efficiency and effectiveness of the controls in place for significant risks 
	No assessment of the effectiveness of controls exists at the moment
	Establish library of controls

	18
	Arrangements in place for mandatory reporting on risk, including reports on at least the following: 
	There is no current reporting on the risk management system, beyond those provided by internal audit.
	Establish performance management for the risk management system

	18a
	         Risk appetite, tolerance and constraints
	See above
	See above

	18b
	         Risk architecture and risk escalation procedures
	See above
	See above

	18c
	         Risk aware culture currently in place 
	See above
	See above

	18d
	         Risk assessment arrangements and protocols
	See above
	See above

	18e
	         Significant risks and key risk indicators
	See above
	See above

	18f
	         Critical controls and control weaknesses
	See above
	See above

	18g
	         Sources of assurance available to the Board 
	See above
	See above



	
	Planning and Designing
	
	

	
	Requirement
	Current position
	Improvement work identified

	19
	Identify intended benefits of the RMS and gain Board mandate
	The Board and the Executive team are fully committed to the maintenance of a robust Risk Management System
	Ongoing work to support the Board through Board development sessions

	20
	Plan the scope of the RMS and develop a common language of risk
	This is already in place and is documented in the Policy and Procedure.
	Review of the Policy and Procedure and development of training materials to enhance risk management training.

	21
	Establish the Risk Management Strategy, framework, roles and responsibilities
	The organisation has made the decision that a documented Risk Management Strategy is not required. Roles and responsibilities are clearly articulated in the Policy and Procedure but need reviewing
	Revision of the Risk Management Policy and Procedure




	
	Implementing and Benchmarking
	
	

	
	Requirement
	Current position
	Improvement work identified

	22
	Adopt suitable risk assessment procedures and an agreed risk classification system
	In place
	

	23
	Establish risk significant benchmarks and undertake risk assessments
	In place
	

	24
	Determine risk appetite and risk tolerance levels, and evaluate the existing controls
	Whilst this was established for the Board several years ago, there is now a need to revisit the matter 
	Board development event. Training for the Board and Executive. Establish process and training for Directorate level.



	
	Measuring and monitoring
	
	

	
	Requirement
	Current position
	Improvement work identified

	25
	Ensure cost effectiveness of existing controls and introduce improvements
	No validation or assessment is currently carried out on risk controls
	Establish a library of controls

	26
	Embed risk aware culture and align risk management with other management tasks
	Work is ongoing to embed risk management
	All of the objectives recommended in this plan will work towards further embedding the culture of risk management.



	
	Learning and reporting
	
	

	
	Requirement
	Current position
	Improvement work identified

	27
	Monitor and review risk performance indicators to measure contribution
	There is no current reporting on the risk management system, beyond those provided by internal audit.
	Establish performance management for the risk management system

	28
	Report risk performance in line with legal and other obligations, and monitor improvement
	There is no current reporting on the risk management system, beyond those provided by internal audit.
	Establish performance management for the risk management system



